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Hardware/Software Setup Required

Ubuntu Server 9.10 VMWare image (available at http://www.thoughtpolice.co.uk/vmware/)
(available at http://www.vmware.com/appliances/directory/cat/0?k=Ubuntu%20Server%209.10 )
VMWare ( (available at

http://downloads.vmware.com/d/info/desktop _downloads/vmware_player/3 0 )

Chillispot (available at http://www.chillispot.info/download.html)
FreeRadius (available at http://freeradius.org/)

Problem Description

A hotspot is a place offering Internet connection via a wireless network. Hotspots can be either
public (free) or private (paid). A private hotspot features a captive portal for users to
authenticate in order to gain access to the hotspot.

In this lab, you will explore the steps for creating your own private hotspot using ChilliSpot and
FreeRadius over Ubuntu.

Estimated completion time: 90 minutes.

Outcome
Report the steps to perform the tasks

Validation/Evaluation

Be able to:

e Install and configure a LAMP server

Install and configure ChilliSpot

Install and configure FreeRadius with MySql
Create an SSL site with Apache2

Configure Internet Connection Sharing
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Lab Solution

1. In this lab, you will use the Ubuntu Server 9.10 VMWare appliance. Ubuntu Server 9.10
VMWare appliance is a free VM Ware virtual machine running Ubuntu Server 9.10.

2. Download the ubuntu-server-9.10-1386.zip file from
http://www.thoughtpolice.co.uk/vmware/ and extract it on your computer.

3. Download and install VMWare on your computer. You can either use VM Ware Workstation
(trial version) or VMWare Player (free product). You can find both installer files at
http://www.vmware.com/.

4. Start VMWare.
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= @ Favorites VMware Workstation
1 windows %P Professional
£ Macos X WMware Workstation allows multiple standard operating systems and their applications to

run with high performance in secure and transportable virtual machines. Each virtual
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hardware choices,

e
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Click this button to create a new virtual machine. You then can install
and run a variety of standard operating systems in the virtual machine.

TMew Virtual
Machine
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" Click this button to create a new team. You then can add several virtual
machines and connect them with private team LAN segments.
New Team
—x Click this button to browse for virtual machines or teams and to select

B one to display in this panel. You then can interact with the guest
v

operating system within this display as you would a standard PC.

Open Existing
WM or Team

Note: We are using VMWare Workstation 6.5 for this exercise but the following steps are
similar for VMWare Player.

5. Click on “Open Existing VM or Team” to open an existing virtual machine and browse to the
directory where you extracted the Ubuntu Server 9.10 image. Select the Ubuntu-server-9.10-
1386.vmx file and click on Open.
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6. Your hotspot will be controlled on a single machine (represented here by the virtual
machine). This machine requires at least two network interfaces, so click on Edit virtual
machine settings to add a new network card.



8.
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Click on Add...
Virtual Machine Settings =)
Hardware | Options |
Device Summary Memary

Specify the amount of memory allocated to this virtual

3 Memory A machine, The memory size must be a multiple of 4 MB.
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Select Network Adapter and click on Next >.



Add Hardware Wizard

Hardware Type
What type of hardware do you want to install?

Hardware Explanation
{=JHard Disk Add a network adapter,

(=)CD/oVD Drive
i .

¥ Sound Card
@USB Contraller

@Serial Paort

@Parallel Paort
@Generic SCS5I Device

9. Select the Bridged option and click on Finish.
Add Hardware Wizard

Network Adapter Type
What type of network adapter do you want to add?

Metwork connection
| (*)Bridged: Connected directly to the physical network:
[IRreplicate physical network connection state

(") MAT: Used to share the host's IP address
() Host-only: A private network shared with the host

() custom: Spedific virtual network

Device status
Connect at power on

[ < Back ][ Finish ][ Cancel ]

10. Additionally, change the network connection type to Bridged for the first Network Adapter
and click on OK.



Virtual Machine Settings <]
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11. Click on Power on this virtual machine to start the Ubuntu Server 9.10 virtual machine.
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12. On the next window, select “I copied it” and click OK.

ubuntu-server-9.10-i386 - VMware Workstation ﬁ

Thig virtual machine may have been moved or copied.

In order to configure certain management and networking features YMware
Workstation needs to know which.

Did you move this virtual machine, or did you copy it?
If you don't know, answer "I copied it",

(O 1movedit

13. Wait while the virtual machine starts.




fsck from util-linux-ng 2.16

devrssda5 was not cleanly unmounted, check forced.

Filesystem checks are in progress (ESC to cancell:

[ 5.116260]1 ACFI: I-0 resource piix4_smbus [0x1040-0x1047]1 conflicts with ACP
I region SMB_ [Ox1040-0x104b]

devrssda5: 164-124496 files (Z2.4% non-contiguous), £9909,248976 blocks

ountall: fsck -~boot [404]1 terminated with status 1

F=ck from util-linux-ng 2.16

devs/mapper ubuntu-root: clean, 453511237888 files, 2512404948992 blocks

14. Type notroot as the username and thoughtpolice as the password.

To access official Ubuntu documentation, please visit:
http: - help.ubuntu.con/

System information as of Thu Feb 25 11:55:02 E3T 2010

System load: ©.25 Memory usage: 4x Processes: b4
Usage of »: 3.6x of 18.58GB Swap usage: 0 Users logged in: ©

Graph this data and manage this system at https:rs/landscape.canonical.con/
packages can be updated.

updates are security updates.

The programs included with the Ubuntu system are free software;
he exact distribution terms for each program are described in the
individual files in rusrrsharesdocs=/copyright.

buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
pplicable lauw.

To run a command as administrator (user "root"), use "sudo <conmand>".
See "man sudo_root” for details.

notroot@ubuntu:™g _
15. Now, type sudo su and press Enter to gain root privileges.



notroot@ubuntu:™5 sudo =u

root@ubuntu: shomesnotroott

16. Type apt-get update and press Enter to update the available packages for Ubuntu Server 9.10.
rootPubuntu: homesnotroot# apt-get update

:1 http:rrsecurity.ubuntu.com karmic-security Release.gpg [189B1
http:r/security.ubuntu.com karmic-securitysmain Translation-en_US
2 http:vsrus.archive.ubuntu.com karmic Release.gpg [189B1
http:rrus.archive.ubuntu.con karmicrsmain Translation-en_US
http:rrssecurity.ubuntu.com karmic-securityrrestricted Translation-en_US
http:rssecurity.ubuntu.com karmic-securitysuniverse Translation-en_U3S
http:rssecurity.ubuntu.com karmic-securityrsmnultiverse Translation-en_US
'3 http:rrsecurity.ubuntu.com karmic-security Release [44.1kE1]
http:~-~ us.archive.ubuntu.con karmic-restricted Translation-en_US
http:~-~ us.archive.ubuntu.con karmic-suniversze Tranzlation-en_U3
http:~ - u=.archive.ubuntu.con karmics/nultiverse Transzlation-en_US
4 http:-/-us.archive.ubuntu.com karmic-updates Release.gpy [189B1

http: - u=.archive.ubuntu.con karmic-updates-smain Translation-en_US
http:rr/us.archive.ubuntu.con karmic-updatesr/restricted Translation-en_US
http:rrsus.archive.ubuntu.con karmic-updatessuniverse Translation-en_US
http:rrus.archive.ubuntu.con karmic-updatessnultiverse Translation-en_US
:5 http:vsrus.archive.ubuntu.com karmic Release [65.9kB]
¢ [3 Release gpgv 440561 [5 Release 38700-65.9kB 58x1_

17. Next, type tasksel and press Enter to make your installation a LAMP (Linux-Apache-Mysq]l-
PHP) server.



rootBubuntu:  hone/notroott tasksel_

18. Select LAMP server and press OK.

Fackage configuration

| Sof tware selection
You can choose to install one or more of the following predefined
collections of software.

Choose software to install:

[#]1 Basic Ubuntu server
Cloud computing cluster
Cloud conputing node
DNS server
Edubuntu serwver
LAMNP server
fail server
OpenS3H server
Postgre3SQL database
Print =server

19. Wait while the packages are being downloaded and installed on your computer.



Package configuration

Installing packages
Retrieving file 4 of 26

20. Set a new root password for MySql and press Ok.

Package configuration

Cnnflgurlng nysqgl-server-5.1
While not mandatnry, it is highly recommended that you set a password
for the MySQL administrative "root” user.

If this field is left blank, the password will not be changed.

Neuw password for the MySQL "root" user:




Package configuration

Configuring mysgl-server-5.1

Repeat passuword for the My3SQL “root" user:

oo

21. Next, you need to add TUN/TAP support to your kernel. Type apt-get install modconf and

press Enter to install modconf.
root@ubuntu: homesnotroot# apt-get install modconf
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
nodconf
upgraded, 1 newly installed, © to remove and 62 not upgraded.
eed to get 1,460kB of archives.
fAfter this operation, 4,768kB of additional disk space will be used.
Get:1 http:rr us.archive.ubuntu.com karmicsuniverse modconf 0.3.9ubuntul [1,460kB
1
Fetched 1,460kB in b= (2Z6kBr=)

Selecting previously deselected package modconf.

(Reading database ... 41310 files and directories currently installed.)
npacking modconf (from ... modconf_0.3.9ubuntul_all.deb)

Processing triggers for man-db ...

Getting up modconf (0.3 .Fubuntull

root@ubuntu : shomesnotrootH

22. Type modconf and press Enter.



rootBubuntu: shome/notroot# modconf _

23. Scroll down to kernel/drivers/net and press Ok.
| Select Category |
Modules are loadable device drivers. Please go through the menus
for each category and look for devices, network protocols, filesystems,
etc. that you would like to have supported by your system. You should
not install modules for devices that aren’'t installed in your system,
as they will sometimes cause the system to pause for a long time while
it is searching for the device. Also, drivers for devices that you
don’'t have use memory that you could put to better use.

FPlease =zelect the category of modules.

kernel/drivers-net Drivers for network interface car[i
kernelsdrivers-net/bonding
kernelsdriverssnetrshanradio
kernelsdriverssnet-scan
kernel/drivers-/netscanss jalooo
kernel drivers- net/uxge

kernel drivers net/pcmncia
kernel- drivers-netrenic

<Cancel>

|
24. Select tun and press Ok.




| Select kernelsdriverssnet modules |

The modules that are currently installed on your system have
a "+" character to the right of their name. Modules that aren’'t
installed have a "-" to the right of their name. In some modules,

you can read a page about possible options of a module and then

you can enable o i arrou
keys to move thel cur=sor to the line for the module, and then press ENTER.

sundance — Sundance Alta support T
SUngen — Sun GEM =upport

sungen_phy — Sun GEM =upport

sunhne — Sun Happy Meal 10-100bazeT sup
tehuti - Tehuti Networks 10G Ethernet

ty3 - Broadcom Tigon3 support

tlan - TI ThunderLAN support

tuyphoon - 3cr990 series "Typhoon™ suppor N
veth - Virtual ethernet pair device
via-rhine - UIA Bhine support 1

<Cancel>

]
Press Yes to install this module in the kernel.

1 tun |

Install this module in the kernel?

<Mo>

Press Ok when prompted.



| Enter Command-Line Arguments |

Please enter any command-line arguments for the tun module. Many modules
can autoprobe and do not require additional parameters.

<Cancel>

Installing module tun. If the device isn't there, or isn't configured correctly,
thiz could cause your system to pause for up to a minute.

Installation succeeded.

lease press ENTER when you are ready to continue.

25. Exit modconf.



| Select Category |

Modules are loadable device drivers. Please go through the menus

for each category and look for devices, network protocols, filesystems,
etc. that you would like to have supported by your system. You should
not install nmodules for devices that aren’t installed in your systen,
as they will sometimes cause the system to pause for a long time while
it is searching for the device. Also, drivers for devices that you
don’t have use memory that you could put to better use.

Please select the category of modules.
Exit Finished. Return to previous menujims
[ ]

kernel-1lib
kernel-/lib-lzo
kernel/libszlib_deflate
kernel/lib-/reed_solomon
kernel-sarch-/x86-kun
kernel-arch-/xB86-o0profile

<0k> <Cancel>

26. Next, type modprobe tun and press Enter.

root@ubuntu: - homesnotroot# modprobe tun
root@ubuntu: homesnotroot# _

27. Now, you need to download and compile ChilliSpot. First, type cd /usr/src/ and press Enter
to change your location.



root@ubuntu:  homesnotroott cd rfusrrsrocs
root@ubuntu:susrssrcit _

28. Next, type wget http.//www.chillispot.info/download/chillispot-1.1.0.tar.gz and press Enter to

download ChilliSpot’s source code.

root@ubuntu: susr-srct wget http: - wuwu.chillispot.inforsdownload-schillispot-1.1.0.
ar.gz

-Z010-02-25 12:43:17-- http:r-uwuw.chillispot.infordounload-chillispot-1.1.0.ta
gz

Resolving www.chillispot.info... 195.228.254.164

onnecting to www.chillispot.infoil35.228.254.184i:80... connected.

TTP request szent, awaiting response... Z00 OK

ength: 452749 (44ZK) [applicationrsx—gzipl
Saving to: ‘chillispot-1.1.0.tar.gz’

>1 452,749 2Z6Ks=s in 2.0s

P010-02-25 12:43:20 (226 KBrs) - "chillispot-1.1.0.tar.gz' saved [452749,452749]

root@ubuntu: susr-srctt _

29. Type tar xzvf chillispot-1.1.0.tar.gz and press Enter to extract the source code.


http://www.chillispot.info/download/chillispot-1.1.0.tar.gz

rootBubuntu: susrssrc# tar xzuf chillispot-1.1.0.tar.gz _

30. Type cd chillispot-1.1.0 and press Enter to change your location.
rootPubuntu: susr-srctt cd chillispot-1.1.0
rootPubuntu: susrssrcschillispot-1.1.04 _

31. Next, type apt-get build-essential and press Enter to install gcc and other required packages.



rootBubuntu: usrssrcschillispot-1.1.0# apt-get install build-essential
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
binutils cpp-4.4 dpkg-dev fakeroot g++ g++—4.4 gcc goc-4.4 gocc-4.4-base
libc-bin libc-dev-bin libch libcb-dev libcb-i686 libgccl libgompl libstdc++6
libstdc++b-4.4-dev linux-libc-dev
[Suggested packages:
binutils-doc gcc-4.4-locales debian-keyring debian-maintainers g++-nultilib
g++-4.4-multilib gcc-4.4-doc libstdc++6-4.4-dbg gcc-multilib manpages-dev
autoconf automakel.9 libtool flex bison gdb gcc-doc gocc-4.4-nultilib
libnudf lap®-4.4-dev libgccl-dbg libgompl-dbg libmudflap0-dbg libcloog-pplo
libppl-c2 libppl? glibc-doc libstdc++6-4.4-doc
The following MEW packages will be installed:
binutils build-essential dpkg-dev fakeroot g++ g++-4.4 gcec gocc-1.4
libc-dev-bin libcb-dev libgompl libstdc++6-4.4-dev linux-libc-dew
The following packages will be upgraded:
cpp-1.4 gcc-4.4-base libc-bin libchb libeb-i686 libgccl libstdc++6
upgraded, 13 newly installed, 0 to remove and 55 not upgraded.
eed to get 26.9MB of archives.
After this operation, 61.6MB of additional disk space will be used.
o you want to continue [¥r/nl17? _

Press Enter when prompted.
up binutils (2.20-Oubuntuz)

up libc-dev-bin (2.10.1-0ubuntulb)
up linux-libe-dev (2.6.31-19.56)
up libcb-dev (2.10.1-Oubuntulb)

up libgompl (4.4.1-4ubuntu9dl

up gcc—4.4 (4.4.1-4ubuntud)
up gce (4:4.4.1-1ubuntu)

up dpkg-dev (1.15.4ubuntul
up fakeroot (1.12.4ubuntul?l

ipdate-alternatives: using ~usrsbin-sfakeroot-sysv to provide ~susr-binsfakeroot (
fakeroot) in auto mode.

[Getting up libstdc++6-1.4-dev (4.4.1-4ubuntu9)

Getting wup g++-1.4 (4.4.1-4ubuntu9)

Getting wup g++ (4:4.4.1-1ubuntud)

ipdate-alternatives: using ~usr/binsg++ to provide susrs/binsc++ (c++) in auto mo

Getting up build-es=zential (11.4)

Processing triggers for libc-bin

ldconfig deferred processing now taking place
root@ubuntu: usr-srcschillispot-1.1.04 _

32. Before compiling ChilliSpot, type nano -w src/tun.c and look for all instances of the string
“(__FreeBSD ) defined (” and add “||” between “)” and “defined”. The resulting string
should look like “(_ FreeBSD ) || defined (. Save the file with Ctrl+O.




GHU wnano 2.0.9 File: srcrstumn.c

req.n.nlnsg_seq =
req.n.nlmsg_flags

status = sendmsg(fd, &msg, 0); ,+ TODO Error check =/

tun_sifflags(this, IFF_UP § IFF_RUNNING): = TODO =~
close(fd):

thizs-raddrs++;

return 0:

telif defined (__FreeBSD__) defined (__0OpenB3D__)|ii defined (__HNetB3D__J ii de$

int fd:
struct ifaliasreq areq:

% TODO: I= this needed on FreeB3D7? =~

if (*this->addrs) »= Use ioctl for first addr to make ping work =
return tun_setaddr(this, addr, dstaddr, netmask): = TODO dstaddr =,

mnenset (&areq, 0, sizeof (areq)):;

[ Get Help @] UriteDut @] Read File §i] Prev Page @ Cut Text §@§® Cur Pos
il Justify ’] Where Is ] Next Page QI UnCut Textjgy To Spell

GHU nano 2.0.9 File: srcstun.c Modified

tun_sifflags(this, I[FF_UP i IFF_RUNNING): = TODD =~
cloze(fd):;

thiz->addrs++;

return 0;

elif defined (__FreeBSD__) i defined (__OpenB3D__J| i1 defined (__MNetBSD__)

int fd:
struct ifaliasreq areq;

s TODO: Is this needed on FreeB3D7? =~
if (*this->addrs) /= Use ioctl for first addr to make ping work =,
return tun_setaddr(this, addr, dstaddr, netmaskl); = TODD dstaddr =

nemset (&areq, 0, sizeof (areq)):
s% Set up interface name =~

strncpylareq.ifra_name, this->devname, IFNAMSIZ):
areq.ifra_namel IFNANSIZ-11 = 0: /= Make sure to terminate =~

[[] Get Help @O UriteOut @5 Read File §J Prev Page @ Cut Text @ Cur Pos
fil Justify ] Uhere Is )] Hext Page Pl UnCut Textpgy To Spell

33. Now, type ./configure and press Enter to start compiling ChilliSpot.




rootPubuntu:susrssrcochillispot-1.1.0# . configure _

34. Next, type make and press Enter.
lsrlocalssbin™" -g -0Z2 -MT iphash.o -MD -MP -HNF ".deps/iphash.Tpo"” -c -0 iphash
.0 iphash.c: »

then mv —f ".depssiphash.Tpo"” ".depssiphash.Po": else rm -f “.deps-/iphas
h.Tpo": exit 1: fi
if gcc -DHAVE_CONFIG_H -I. -I. -I.. -D_GHU_SOURCE -fno-builtin -DSBINDIR="",u
sr-localssbin®™'  -g -0Z2 -MT lookup.o -MD -MP -MF ".deps/lookup.Tpo” -c -0 lookup
.0 lookup.c: »
then mv —f ".deps/lookup.Tpo"” ".deps/lookup.Po"”: else rm -f “.deps/looku
.Tpo”: exit 1: fi
binsbash ..rlibtool —-tag=CC —--mode=link gcc —-D_GNU_SOURCE —fno-builtin -DSBIND
IR=""susrrslocalssbin"’' -g -02 -o chilli chilli.o tun.o cmdline.o ippool.o ra
ius.o md5.0 redir.o dhcp.o =syserr.o iphash.o lookup.o
kdir .libs
jycc —D_GNU_SOURCE -fno-builtin -DSBINDIR=N"rusr-local/shin\" -g -02 -o chilli ch
illi.o tun.o cmdline.o ippool.o radius.o md5.o redir.o dhcp.o syserr.o iphash.o

: Leaving directory ‘susrssrcochillispot-1.1.0/src’
aking all in doc

: Entering directory “‘usrssrcschillispot-1.1.0/doc’

: Nothing to be done for “all’.

: Leaving directory ‘~susrssrcschillispot-1.1.0-doc’

: Entering directory rusrssrcschillispot-1.1.0'

: Leaving directory ‘susrssrcochillispot-1.1.0°

! Leaving directory ‘susr/srceochillispot-1.1.0°
rootPubuntu: /usrrssrcochillispot-1.1.08 _

35. Finally, type make install and press Enter.



rootBubuntu: rusrssrcschillispot-1.1.0# make install_

aking install in src

: Entering directory ‘susrrssrcsochillispot-1.1.0/src’

: Entering directory ‘susrrssrcsochillispot-1.1.0/src’

-z “susrrslocalssbin” 11 mkdir -p -—— "susrrslocal-ssbin”

sbinsbash ..-libtool --mode=install susrrsbinsinstall -c 'chilli’ "rusrslocalss
inschilli’
usrsbinsinstall -c chilli rsusrslocalrssbinschilli
ake[Z1: Nothing to be done for “install-data-am’.
ake[Z21: Leaving directory ‘~usrssrcschillispot-1.1.0,src’
ake[11: Leaving directory ‘~usrssrcschillispot-1.1.0,src’
aking install in doc
ake[11: Entering directory '~susr-ssrcschillispot-1.1.0,doc’
ake[Z1: Entering directory '~susr-/srcschillispot-1.1.0,doc’
ake[Z1: Nothing to be done for “install-exec-anm’.
est -z "susr/localsmansman8” ii mkdir -p —— "susrslocalsman/mang8”
susrsbinsinstall -¢ -m 644 ' . chilli.8" '~susr/localsnansmanB-chilli.8’

! Leaving directory “usr/srcechillispot-1.1.0/doc’

! Leaving directory “usr.srcechillispot-1.1.0/doc’

! Entering directory '~susr/srcochillispot-1.1.9°

! Entering directory 'susr/srcochillispot-1.1.9°

: Nothing to be done for “install-exec-am'.

: Nothing to be done for “install-data-am'.

! Leaving directory ‘~usr/srcschillispot-1.1.0'

! Leaving directory ‘~usr/srcschillispot-1.1.0'

root@ubuntu: usrssrcschillispot-1.1.08 _

. Type nano -w /etc/chilli.conf and press Enter to edit ChilliSpot’s configuration file and add
the following content.

radiusserverl 127.0.0.1

radiusserver2 127.0.0.1

radiussecret radiusPassword

dnsl 8.8.8.8

dhcpif ethl

uamallowed 192.168.182.1,8.8.8.8

uamserver https://192.168.182.1/cgi-bin/hotspotlogin.cgi
uamhomepage http://192.168.182.1

uamsecret uamPassword




37.

rootBubuntu: usrssrcschillispot-1.1.0# nano -w setcschilli.conf_

GHU navno 2.0.9 File: retcrschilli.conf Modified

radivusserverl 127.0.0.1
radiusserverZ 127.0.0.1
radiussecret radiusPassword

.168.182.1, 8.8.8.8
tamserver https:r r192.168.182.1 cgi-binshotspotlogin.cgi
ramhomepage http:--192.168.182.1
tamsecret wamPassword_
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Note: You can also use the /usr/src/chillispot-1.1.0/doc/chilli.conf file as a template and
adjust the lines specified above.

Next, you will install and configure FreeRadius to handle the authentication process.
FreeRadius will keep information about authorized users on a MySql database. Type apt-get
install freeradius freeradius-mysql and press Enter to install FreeRadius and configure it to
work with MySql.




rootBubuntu: susrssrcschillispot-1.1.04 apt-get install freeradius freeradius-mys

Press Enter when prompted and wait while the packages are being downloaded and installed

on your system.
rootPubuntu:  usr/srcschillispot-1.1.04 apt-get install freeradius freeradius-mys

Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
freeradius-common freeradius-utils libfreeradiusZ 1ibltdl? libperl5.10
Buggested packages:
freeradius-ldap freeradius-krb5 freeradius-postgresql
The following HEW packages will be installed:
freeradius freeradius-common freeradius-mysgl freeradius-utils
libfreeradiusZ 1ibltdl? libperl5.10
upgraded, 7 newly installed, © to remove and 55 not upgraded.

eed to get 2,498kB of archives.

Af ter this operation, 6,455kB of additional disk space will be used.
o you want to continue [¥r ml? _



npacking freeradius-utils (from ... freeradius-utils_2.1.0+dfsg-Oubuntu?_i386.d
eb)

Processing triggers for man-db ...

Betting up libfreeradiusZ (2.1.0+dfsg-0ubuntu?)

[Getting up 1ibltdl? (Z£2.2.6a-4)

[Setting up libperl5.10 (5.10.0-Z4ubuntud)

[Getting up freeradius-common (2.1.0+dfsg-OQubuntu?)
fdding user freerad to group shadow

[Getting up freeradius (2.1.0+dfsg-Oubuntu?)
tripping trailing ~

Etripping trailing ~

Etripping trailing ~

= Starting FreeRADIUS daemon freeradius

Getting up freeradius-mny=sgl (2.1.0+dfsg-Oubuntu?)l
= Stopping FreeRADIUS daemon freeradius
= Starting FreeRADIUS daemon freeradius

Betting up freeradius—utils (2.1.0+dfsg—Oubuntu?)
Processing triggers for libc-bin

root@ubuntu: - usrssrcschillispot-1.1.08# _
38. Type nano -w /etc/freeradius/clients.conf and press Enter to edit this file.

root@ubuntu: usrrssrcochillispot-1.1.0# nano -w retc/freeradiussclients.conf

39. Look for “secret = testing123” under the “client localhost” section and change it to “secret =
radiusPassword”. Note: This secret value should match the radiussecret value of the
chilli.conf file set up before.



GHU mano 2.0.9 File: retcrfreeradiusrsclients.conf

lower case letters
nunbers

find i= at LEAST 8 characters long, preferably 16 characters in
length. The =zecret MUST be random, and should not be words,
phrase, or anything else that is recognizable.

The default =zecret below is only for testing, and should
not be used in any real environment.

HESESEESEEER

zecret = testingl23

Old-style clients do not send a Meszage-Authenticator

in an Access-Request. RFC 5080 suggests that all clients
SHOULD include it in an Access-Reguest. The configuration
item below allows the server to require it. If a client
iz reguired to include a Message-fAuthenticator and it does
not, then the packet will be silently discarded.

0 OES EE =S IR =i o=
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GHU mano 2.0.9 File: retcrfreeradiusrsclients.conf Modified

lower case letters
nunbers

find is at LEAST 8 characters long, preferably 16 characters in
length. The secret MUST be random, and should not be words,
phrase, or anything else that is recognizable.

The default secret below is only for testing, and should
not be used in any real environment.

EEaSEEEEEEES

zecret = radiusFassword_|

Old-style clients do not =zend a Message-Authenticator

in an Access-Request. RFC 5080 suggests that all clients
SHOULD include it in an Access-Request. The configuration
item below allows the server to require it. If a client
iz reguired to include a Message-Authenticator and it does
not, then the packet will be silently discarded.

i
4
4
4
4
#
#
#
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Save the file with Ctrl+O and exit nano with Ctrl+X.

40. Type nano -w /etc/freeradius/sql.conf and press Enter. Then, edit the login and password
parameters using root as the login value and the MySql root password you specified before as
the password value. Save the file and exit nano.




rootBubuntu:susrssrcrschillispot-1.1.0# nano -w retcsfreeradiusssql.conf_

Original values:

GHNU wano 2.0.9 File: retco/freeradius-ssgl.conf

# Which FreeRADIUS driver to use.
#
driver = "rln_sgl_S{database}”

# Connection info:
server = "localhost"
login = "radius"
password = "radpass”

# Database table configuration for everything except Oracle

radius_db = “"radius"

# If you are using Oracle then use this instead

# radius_db = "(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HDST=localhost)(PORS

If you want both =top and start records logged to the
zame 3QL table, leave this as i=s. If you want them in
different tables, put the start table in acct_tablel
and stop table in acct_tableZ

acct_tablel = "radacct"

acct_table2z = "radacct"

[[] Get Help §i] UriteOut [ Read File §J Prev Page @] Cut Text @8 Cur Pos
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New values:



GNU nano 2.0.9 File: retc/freeradius/sql.conf Modif ied

# UWhich FreeRADIUS driver to use.
i
driver = "rlm_sql_S{database}"

# Conmmection info:
server = "localhost”
login = “root"”
password = "rootpass”

# Database table configuration for ewverything except Oracle

radius_db = "radius"

# IFf you are using Uracle then use this instead

# radius_db = “(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=1ocalhost) (PORS

If you want both stop and start records logged to the
same 3QL table, leave this as is. If you want them in
different tables, put the start table in acct_tablel
and stop table in acct_tableZ

acct_tablel = "radacct"

acct_tableZ "radacct”

#
#
#
#
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Note: Take note of the value of the radius_db parameter. Later, you will create a database
with the same name on MySql.

41. Type nano -w /etc/freeradius/radiusd.conf and press Enter. Then, uncomment the line
SINCLUDE sql conf by removing the leading “#”. Save the file and exit nano.

GNU mano 2.0. File: setc/freeradius-sradiusd.conf

Extenzible Authentication Frotocol

For all EAF related authentications.
How in another file, because it is wvery large.

INCLUDE eap.conf

Include another file that has the SfL-related configuration.
This is another file only because it tends to be big.
i

#5INCLUDE gql.conf

This module is an SQL enabled version of the counter module.

Rather than maintaining seperate (GDBM) databases of
accounting info for each counter, this module uses the data
stored in the raddacct table by the sql modules. This
module NEVER does any database INSERTs or UPDATEs. It is
totally dependent on the S{L module to process fAccounting

i
i
i
i
i
#
#
#

[[] Get Help i UriteOut [ Read File §J Prev Page @i Cut Text @§# Cur Pos
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42.

GHU nano 2.0.9 File: retcsfreeradiussradiusd.conf Modified
Extensible Authentication Protocol

For all EAF related authentications.
Now in another file, because it is very large.

INCLUDE eap.conf

# Include another file that has the S{L-related configuration.
# This iz another file only because it tends to be big.
H

SINCLUDE sql.conf

This module is an 30QL enabled version of the counter module.

Rather than maintaining seperate (GDBM) databases of
accounting info for each counter, this module uses the data
stored in the raddacct table by the =gl modules. This
module NEVER does any database INSERTs or UPDATEs. It is
totally dependent on the SOL module to process fAccounting

HEHEEESTES R
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Type nano -w /etc/freeradius/sites-available/default and press Enter. Then, uncomment the
sql option for the authorize, accounting, session, and post-auth sections. Save the file and exit

nano.
rootBubuntu: usrssrcschillispot-1.1.0# nano -w setcsfreeradiusssites-availablerd

Enable the sql option for the authorize section:



GHU nano 2.0.9 File: retcsfreeradiusrsites-availablersdefault Modif ied
unix
i

# Read the 'users' file
files

Look in an 3QL database. The schema of the database
is meant to mirror the "users" file.

See "Authorization Queries” in sgl.conf

If you are using ~etcssmbpasswd, and are also doing
# mschap authentication, the un-comment this line, and
# configure the 'etc_smbpasswd' module, above.
etc_smbpasswd

#

[] Get Help ] UriteDut § Read File §§ Prev Page §J Cut Text @ Cur Pos
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Enable the sql option for the session sections:
GNU nano £2.0.9 File: retcr/freeradiusrssites-availablersdefault Modified

Session database, used for checking Simultaneous-Use. Either the radutmp
or rlm_sgl module can handle this.
Tho  anles oeel mas Aee 1o 3o prmase ol ar 0 o o oan
The rim—sgl moduwle—is =mueh=faster
ession {
radutmp

#
See "Simultaneous Use Checking Queries” in sqgl.conf

Post-fAuthentication
Once we KNOU that the user has been authenticated, there are
additional steps we can take.

post—auth {
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43. Next, you need to configure MySql to work with FreeRadius. Type mysq! -u root -p and
press Enter to launch MySql. Use your MySql root password to log in.




rootBubuntu: susrrssrcrschillispot-1.1.0# mysql —u root -p
Enter password:

elcome to the My3SQL monitor. Commands end with ; or \g.
Your MySQL conmection id is 35

[Server version: 5.1.37-1ubuntu5.1 (Ubuntu)

44. Type CREATE DATABASE radius; and press Enter to create the database.
rootPubuntu: usrssrcschillispot-1.1.04 nysgl -u root -p
Enter password:
elcone to the My3SQL monitor. Commands end with : or Ng.
Your MySQL connection id is 35
[Server version: 5.1.37-1ubuntu5.1 (Ubuntu)

Type "help:’ or 'sh' for help. Type '“c’' to clear the current input statement.

ysgl> CREATE DATABASE radius:
Query OK, 1 row affected (0.00 sec)

ysgl>

45. Type quit and press Enter to exit MySql.



root@ubuntu:susrssrcschillispot-1.1.04 mysgl -u root -p
Enter password:

elcome to the MyS{L monitor. Commands end with [ or \g.
Your My3SQL connection id is 35
[Ferver version: 5.1.37-1ubuntu5.1 (Ubuntu)

Tupe "help:’ or 'S~h' for help. Type 'sc’ to clear the current input statement.

ysql> CREATE DATABASE radius;
Query OK, 1 row affected (0.00 sec)

y
rootBubuntu: susrssrcschillispot-1.1.08 _

46. Type mysql -u root -p radius < /etc/freeradius/sql/mysql/schema.sql to import the MySQL

schema from /etc/freeradius/sql/mysql/schema.sql. Use your MySql root password.
rootPubuntu: usrssrcschillispot-1.1.0# mysgl -u root -p radius ¢ retcsfreeradius
sglsnysgls=chema.=sql

Enter password:

rootPubuntu: usr/srcschillispot-1.1.04 _

47. Next, type mysql -u root -p radius and press Enter to launch MySql again and work with the
radius database. Use your MySql root password to log in.



rootBubuntu:  usrrssrcrochillispot-1.1.0# mysgl —u root —p radius
Enter password:

Reading table information for completion of table and column names
You can turn off this feature to get a guicker startup with -a

elcome to the My3QL monitor. Commands end with ; or Ng.
Your My3S{L conmection id is 37
Gerver version: 5.1.37-1ubuntu5.1 (Ubuntu)d

"help:’ or "Sh' for help. Type 'sc’ to clear the curremt input statement.

48. Type INSERT INTO radcheck(id, UserName, Attribute, op, Value) VALUES (NULL, ‘test’,
‘User-Password’, “:=’, ‘test’); and press Enter to add a testing user to the radcheck table.
Then, type exit to exit MySql.

root@ubuntu: homesnotrootst mysql -u root -p radius

Enter passuord:

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

elcome to the MySQL monitor. Commands end with ; or Ng.
Your MySQL comnection id is 67
Gerver version: 5.1.37-1lubuntu5.1 (Ubuntw)d

Tupe "help:’ or 's~h' for help. Type "“c’ to clear the current input statement.

ysgl> INSERT INTO radcheck(id, UserMame, fAttribute, op, Value)
-» VALUES (NULL, 'test', '"User-Password', ':=', "test'):

Query OK, 1 row affected (0.00 sec)

usql> _

Note: Later, you can repeat this step to add authentication information for real users. It will
also be a good idea to delete the information for the test user.
49. Type mysql -u root -p radius < /etc/freeradius/sql/mysql/nas.sql and press Enter.



rootBubuntu: susrssrcschillispot-1.1.0# mysgl -u root -p radius < retcs/freeradius

Enter password:
root@ubuntu: usr-ssrcochillispot-1.1.04#

50. Next, you need to configure Apache and SSL. First, type make-ssi-cert
/usr/share/ssl-cert/ssleay.cnf /etc/ssl/private/ChilliSpot.crt and press Enter to create the self-
signed certificate for your site.

|D;tﬂubuntu:/usr/src/chillisput—l.l.ﬂn make-ssl-cert rusrrssharersssl-certsssleay.
nf retcrsslrsprivatesChilliSpot.cri_

Enter ChilliSpot as the host name and press Ok.



Package configuration

| Configure an SSL Certificate.
Please enter the host name to uwuse in the 35L certificate.

It will become the 'commonName' field of the generated SSL certificate.

Host mame:

<Cancel>

51. You need to split the certificate into two files. Type cp /etc/ssl/private/ChilliSpot.crt
/etc/ssl/private/ChilliSpot.pem and press Enter. Then, type cp /etc/ssl/private/ChilliSpot.crt
/etc/ssl/private/ChilliSpot.key and press Enter.

rootPubuntu: usr/srcschillispot-1.1.04# cp setcrosslsprivatesChilliSpot.crt setcrs
=l privatesChilliSpot.pen

rootPubuntu: usrssrcschillispot-1.1.0# cp ~setcrsssl/privatesChilliSpot.crt setcrs
=l privatesChilliSpot . key

root@ubuntu: usrssrcschillispot-1.1.08 _

52. Open the .key file with nano and leave only the part beginning with ——--- BEGIN RSA
PRIVATE KEY----- and ending with ----- END RSA PRIVATE KEY----- .



GNU nano 2.0.9 File: setcrssslsprivatesChilliSpot.key Modif ied

--——BEGIN R3A PRIVATE KEY

IICXg IBAAKByQCABDbL iWQJeZWDFz6Pt +7?n INHhNwpu984tEf phf UTy8qZumGWLZN
AhSARIA0 ja?83kg7amADqU10U j+RupAgqoKwZXsVU16mn+UYDPUBZ8UAtk1SFdblsC
IXIt+TH nxUgchUugthFzEUTuwgk xul Y- 7O0RG4kRbc+7p ILESkK1FEIvUuwIDAGAE
AoGBAKO,// J1IRKNM7bOUXbNIaCtf q1oB8XPOBCHMyy6CGDgIPwO4f XAbeXXZBhHxkiJ
ZeLlx81KGTcpNR3T3VTIKGPYI+1NIKL jSt3/eEBADtBPugHBrifyZndZascwy2qCK
1M1dZhg@khDrck0Z+32+-/wl7de0WuwPI060yf acQJR+Q+WE1ZAKEASTe?t jSkpTix
JooASShS idD10XxG47hg [130ng 7 i4KX1+upAggaoS6YuGezUl0rXnBR2qXnIgGeZa
DY¥M44buxIQJBANHBG IndnfyLt335hdnIJZL13M73Uze5/HBCn I 16u+DH jH9U4z jo
ZRUKhG?gZBNJASJONPevHKLO18gNB98JsCRCubXpensKcB8255sIJg1E1+pRVe
1KGuZgy-do41A0dB53TuIFclgc ~gZKHOrHYQS=swbd + JR? ~GFwPCylkgJCrf2/ 1AkKAS
1 jX64TDrgSHHYYGT IqZ2KrtYMyHaUSTEf NBnJHEWOWouSS517akaGghaX=hb3nWGh
R1HUTLaXpWGRuucedvHAKEA3oTJDaInL?B0=ul410HI 1 xA7YgGT iFMnsbmf 20NR
K++b0J0onYBYoaF0i fZ jblYza jPCB3yIZ2LFJR?DRZ+yZHg ==

-———END RSA PRIVATE KEY
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53. Similarly, open the .pem file with nano and leave only the part beginning with ——---

BEGIN CERTIFICATE----- and ending with ————- END CERTIFICATE--—--- .
GNU wano 2.0.9 File: retcrsslrsprivatesChilliSpot.pem Modified

-——-BEGIN CERTIFICATE

ITBoTCCAQoCCQCBUKSB8vHxBDANBykghk iGIwOBAQUFADAVMRMUER YDVQQDEWpD
GlsbG1TcGIOMB4XDTEWMD IyN jAwMz Iy0FoXDTIwMD IyNDAWM=zIyOFowF TETMBEG
N1UEAXMEQZhpbGxpU3IBud DCBnzANBykghk iG9wOBAQEFAADB jlAug YkCg YEAWGY4
1kC¥mVgxc+ j?fuSiDR4TcKbuf OLRHEYX1CMuEnbphl iZTAIUGEF Xd 12u/NS 102 py
DglJT1I-kb6QRgCsGUYFZepvlWnzlgWf FALESNURXUIbAiFYLf kx-58VEnIVCILY
[RcxFEBMIJP8bSWP+9ERUJEWIPubZSulpNRRCL1cCAVEAATANBgkghk iG9uwOBAQUF
AAOBgQCE6HYx31kS1rsy3xgkgEyn?5t Yy3ryf SULJJYXnnGItc lunS4bsGyxpdltn
uszLX50J5uEW46LaGPcO0ioVPHBaispetalPukuQKUvdyhf Y3BSoLREHJ1f ChdUg
OPhIQNR irOFgnlUusJ9X?I178ucltruNybadbecPhZr YYEu leybu==

-——-END CERTIFICATE
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54. Type chmod 600 /etc/ssl/private/ChilliSpot.key and press Enter.




rooteubuntu: susrrssrcychillispot-1.1.0# chmod 600 retcssslrsprivatesChilliSpot.key
root@ubuntu:susrssrcschillispot-1.1.04 _

55. Next, type a2enmod ssl and press Enter to enable Apache’s SSL module.
root@ubuntu: usrssrcschillispot-1.1.0# aZenmod ssl
Enabling module ==sl.
[Gee susr-sharesdocrapachel.Z-common-READHE.Debian.gz on how to configure 53L and
create =zelf-signed certificates.
[Run " setcrsinit.d-apache?2 restart’ to activate new configuration?
rootPubuntu: usrssrcschillispot-1.1.04 _

56. Create the directory for your Web site by typing mkdir /var/www/ChilliSpot.



rootBubuntu: usrssrcschillispot-1.1.0# mkdir svarswwwsChilliSpot
root@ubuntu: usrssrcschillispot-1.1.08# _

57. Next, type cp /etc/apache2/sites-available/default-ssl /etc/apache2/sites-available/ChilliSpot
and press Enter. Then, type nano —w /etc/apache2/sites-available/ChilliSpot and press Enter
to edit the configuration file for the SSL site.

58. Adjust the configuration file so it looks like this:
<IfModule mod ssl.c>
<VirtualHost 192.168.182.1:443>
ServerAdmin webmaster@hostmauritius.com
ServerName 192.168.182.1:443
DocumentRoot /var/www/ChilliSpot
<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>
<Directory /var/www/ChilliSpot/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all
</Directory>
ScriptAlias /cgi-bin/ /usr/lib/cgi-bin/
<Directory "/usr/lib/cgi-bin">
AllowOverride None
Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch



Order allow,deny
Allow from all
</Directory>
ErrorLog /var/log/apache2/error.log
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.
LogLevel warn
CustomLog /var/log/apache2/ssl access.log combined
Alias /doc/ "/usr/share/doc/"
<Directory "/usr/share/doc/">
Options Indexes MultiViews FollowSymLinks
AllowOverride None
Order deny,allow
Deny from all
Allow from 127.0.0.0/255.0.0.0 ::1/128
</Directory>
# SSL Engine Switch:
# Enable/Disable SSL for this virtual host.
SSLEngine on
A self-signed (snakeoil) certificate can be created by installing
the ssl-cert package. See
/usr/share/doc/apache2.2-common/README.Debian.gz for more info.
If both key and certificate are stored in the same file, only the
SSLCertificateFile directive is needed.
SSLCertificateFile /etc/ssl/private/ChilliSpot.pem
SSLCertificateKeyFile /etc/ssl/private/ChilliSpot.key
Server Certificate Chain:
Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as SSLCertificateFile
when the CA certificates are directly appended to the server
certificate for convinience.
SSLCertificateChainFile /etc/apache2/ssl.crt/server-ca.crt
Certificate Authority (CA):
Set the CA certificate verification path where to find CA
certificates for client authentication or alternatively one
huge file containing all of them (file must be PEM encoded)
Note: Inside SSLCACertificatePath you need hash symlinks
to point to the certificate files. Use the provided
Makefile to update the hash symlinks after changes.
#SSLCACertificatePath /etc/ssl/certs/
#SSLCACertificateFile /etc/apache2/ssl.crt/ca-bundle.crt
Certificate Revocation Lists (CRL):
Set the CA revocation path where to find CA CRLs for client
authentication or alternatively one huge file containing all
of them (file must be PEM encoded)
Note: Inside SSLCARevocationPath you need hash symlinks
to point to the certificate files. Use the provided
Makefile to update the hash symlinks after changes.
#SSLCARevocationPath /etc/apache2/ssl.crl/
#SSLCARevocationFile /etc/apache2/ssl.crl/ca-bundle.crl
# Client Authentication (Type):

S$E oS S $E S S S SR S SR e S R 9 9 He W H
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# Client certificate verification type and depth. Types are
# none, optional, require and optional no ca. Depth is a

# number which specifies how deeply to verify the certificate
# issuer chain before deciding the certificate is not valid.

#SSLVerifyClient require
#SSLVerifyDepth 10

# Access Control:

# With SSLRequire you can do per-directory access control based
# on arbitrary complex boolean expressions containing server

# variable checks and other lookup directives. The syntax is a
# mixture between C and Perl. See the mod_ssl documentation

# for more details.

#<Location />

#SSLRequire ( ${SSL_CIPHER} !~ m/” (EXP|NULL) / \

# and ${SSL CLIENT S DN O} eq "Snake 0il, Ltd." \

# and %${SSL_CLIENT S DN OU} in {"Staff", "CA", "Dev"} \
# and ${TIME WDAY} >= 1 and ${TIME WDAY} <= 5 \

# and %{TIME HOUR} >= 8 and %{TIME HOUR} <= 20 )\
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</VirtualHost>

or %{REMOTE_ADDR} =~ m/"192\.76\.162\.[0-9]+S$/

ation>
L Engine Options:
t various options for the SSL engine.
FakeBasicAuth:
Translate the client X.509 into a Basic Authorisation. This means that
the standard Auth/DBMAuth methods can be used for access control. The
user name is the ‘one line' version of the client's X.509 certificate.
Note that no password is obtained from the user. Every entry in the user
file needs this password: “xxj31ZMTZzkVA'.
ExportCertData:
This exports two additional environment variables: SSL_CLIENT CERT and
SSL_SERVER_CERT. These contain the PEM-encoded certificates of the
server (always existing) and the client (only existing when client
authentication is used). This can be used to import the certificates
into CGI scripts.
StdEnvVars:
This exports the standard SSL/TLS related 'SSL_*' environment variables.
Per default this exportation is switched off for performance reasons,
because the extraction step is an expensive operation and is usually
useless for serving static content. So one usually enables the
exportation for CGI and SSI requests only.
StrictRequire:
This denies access when "SSLRequireSSL" or "SSLRequire" applied even
under a "Satisfy any" situation, i.e. when it applies access is denied
and no other module can change it.
OptRenegotiate:
This enables optimized SSL connection renegotiation handling when SSL
directives are used in per-directory context.
tions +FakeBasicAuth +ExportCertData +StrictRequire
Match "\. (cgi|shtml|phtml|php)S$">

SSLOptions +StdEnvVars
sMatch>
tory /usr/lib/cgi-bin>

SSLOptions +StdEnvVars
ctory>
L Protocol Adjustments:
e safe and default but still SSL/TLS standard compliant shutdown
proach is that mod ssl sends the close notify alert but doesn't wait for
e close notify alert from client. When you need a different shutdown
proach you can use one of the following variables:
ssl-unclean-shutdown:
This forces an unclean shutdown when the connection is closed, i.e. no
SSL close notify alert is send or allowed to received. This violates
the SSL/TLS standard but is needed for some brain-dead browsers. Use
this when you receive I/0O errors because of the standard approach where
mod ssl sends the close notify alert.
ssl-accurate-shutdown:
This forces an accurate shutdown when the connection is closed, i.e. a
SSL close notify alert is send and mod ssl waits for the close notify
alert of the client. This is 100% SSL/TLS standard compliant, but in
practice often causes hanging connections with brain-dead browsers. Use
this only for browsers where you know that their SSL implementation
works correctly.
tice: Most problems of broken clients are also related to the HTTP
ep-alive facility, so you usually additionally want to disable
ep-alive for those clients, too. Use variable "nokeepalive" for this.
milarly, one has to force some clients to use HTTP/1.0 to workaround
eir broken HTTP/1.1 implementation. Use variables "downgrade-1.0" and
orce-response-1.0" for this.
rMatch ".*MSIE.*" \

nokeepalive ssl-unclean-shutdown \

downgrade-1.0 force-response-1.0



GNU wnano 2.0.9 File: setcrapacheZrsites-awvailablesChilliSpot Modif ied

<IfModule mod_ssl.c>
<VirtualHost 192.168.182.1:443>
ServerAdmin webmaster®@localhost
ServerName 192.168.182.1:443_
DocumentRoot ~rvar- wwwsChilliSpot
<Directory »>
Options FollowSymLinks
fillowODverride MHone
<{sDirectory>
<Directory rvarswwusChilliSpotr>
Options Indexes FollowSymLinks MultiViews
fillowODverride MHone
Order allow,deny
allow from all
{/Directory>

Scripthnlias ~cgi-bins susrrslibrscgi-bines
{Directory "susr/libscgi-bin">
fillowbDverride Mone
Options +ExecCGI -MultiViews +3ymLinksIfOunerMatch

[] Get Help {1 WriteOut @ Read File ] Prev Page i Cut Text {@¥ Cur Pos
il Justify '] Where Is ] Next Page Il UnCut Texty To Spell

59. Now, type a2ensite ChilliSpot and press Enter to enable your new SSL site.
rootPubuntu: usrssrcschillispot-1.1.04# aZensite ChilliSpot
Enabling site ChilliSpot.
[Run 'setcrsinit.drapache2 reload’ to activate new configurationt
rootPubuntu: usr/srcschillispot-1.1.04 _

60. Next, type /etc/init.d/apache2 reload and press Enter to apply your new configuration to
Apache.



rootBubuntu: usrssrcschillispot-1.1.0# retcrinit.drsapacheZ reload
= Reloading web server config apachez
root@ubuntu: usrssrcschillispot-1.1.08# _

61. Type /etc/init.d/apache? restart and press Enter to restart Apache with the new configuration.
rootPubuntu:/usrs/srcrschillispot-1.1.04# retcrsinit.drsapacheZ restart
# Restarting web server apacheZ
rootPubuntu: /usr/srcschillispot-1.1.08% _

62. Now, type nano -w /var/www/index.html and press Enter. Then, replace the file’s content
with the following line: <a href="http://192.168.182.1:3990/prelogin">Click here to
login</a>. Save the file and exit nano.



rootBubuntu: usrssrcschillispot-1.1.0# nano -w svar-swwusindex.html _

GHU mano 2.0.9 File: rvar-suwusindex. html

<a href="http:--192.168.182.1:3990,prelogin">Click here to login<ra>_

[ Get Help §] UriteOut §f Read File @Y Prev Page i Cut Text @8 Cur Pos
fil Justify 1l Where Is ] Next Page QI UnCut Textpd To Spell

63. Type cp doc/hotspotlogin.cgi /usr/lib/cgi-bin/ and press Enter to copy the CGI with the login
procedure.




root@ubuntu: susrssrcschillispot-1.1.04# cp docrshotspotlogin.cgi ~susrslibrscgi-bins
rootBubuntu: susrssrcschillispot-1.1.08 _

64. Open the CGI file you just copied with nano and look for the parameter uamsecret. Set its
value with the same value as the uamsecret parameter on the chilli.conf file. Save the file and

exit nano.

GNU wnano 2.0.9 File: rusrslibrscgi-binshotspotlogin.cgi Modif ied

Redirects from ChilliSpot daemon:

Redirection when not yet or already authenticated
notyet: ChilliSpot daemon redirects to login page.
already: ChilliSpot daemon redirects to success status page.

Response to login:
already: Attempt to login when already logged in.
failed: Login failed
success: Login succeded

logoff: Response to a logout
Shared secret used to encrypt challenge with. Prevents dictionary attacks.
You should change this to your own shared secret.

Suamsecret = "ht2ebBe jbs4etIrglulp™:

Uncomment the following line if youw want to use ordinary user-password
for radius authentication. Must be used together with Suamsecret.

[] Get Help {1 WriteOut @ Read File ] Prev Page i Cut Text {@¥ Cur Pos
il Justify '] Where Is ] Next Page Il UnCut Texty To Spell



GNU nano 2.0.9 File: susrrslibrcgi-binshotspotlogin.cygi Modif ied

Redirects from ChilliSpot daemon:

Redirection when not yet or already authenticated
notyet: ChilliSpot daemon redirects to login page.
already: ChilliSpot daemon redirects to success status page.

Response to login:
already: Attempt to login when already logged in.
failed: Login failed
success: Login succeded

logoff: Response to a logout

Shared secret used to encrypt challenge with. Prevents dictionary attacks.
You should change this to your own shared secret.
Suansecret = "uanPassuord’:

Uncomment the following line if youw want to use ordinary user-password
for radius authentication. Must be used together with Suamsecret.

[[] Get Help {ii] UriteOut i Read File i Prev Page @] Cut Text ¥ Cur Pos
fil Justify Where Is ] NHext Page gl UnCut Textpyy To Spell

65. Finally, you need to configure Internet Connection Sharing between your two network cards.
Type nano -w /etc/network/interfaces and press Enter. Configure your eth0 interface with

static information so it i1s on the same network as your working access point.
rootBubuntu: usrssrcrschillispot-1.1.0# nano -w retcsnetworkrsinterfaces _

In our example, the AP is on 192.168.1.1.



GHU navno 2.0.9 File: retcsnetuork-sinterfaces Modified

This file describes the network interfaces available on your =ysten
and how to activate them. For more information, see interfaces(5).

The loopback network interface
uto lo
iface lo inet loopback

The primary network interface
uto etho
iface eth? inet static

[] Get Help §ifi] UriteODut @] Read File ] Prev Page i Cut Text @ Cur Pos
i il Justify '] Where Is ! Hext Page QU UnCut Textjyy To Spell

66. Now, create a backup copy of your resolv.conf file. Type cp /etc/resolv.conf
/etc/resolv.conf.bak and press Enter.

root@ubuntu: usrssrcrschillispot-1.1.0# cp retcsresolv.conf retcs/resolv.conf . bak
root@ubuntu: usrssrcechillispot-1.1.08 _

~

67. Edit your /etc/resolv.conf file so it looks like the following:



GHU mano 2.0.9 File: retcrsresolu.conf Modified

namesexrver
namesexrver
namesexrver

[[] Get Help @] WUriteOut @ Read File §J Prev Page @ Cut Text @ Cur Pos
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68. Type nano -w nat.sh and press Enter. Then, add the following lines:
iptables -A FORWARD -i ethO -o ethl -s 192.168.182.0/24 -m conntrack --ctstate NEW -j
ACCEPT
iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
iptables -A POSTROUTING -t nat -j MASQUERADE --source 192.168.182.0/24
echo 1 > /proc/sys/net/ipv4/ip forward

GHU nano 2.0.9 File: ~susr-srcrschillispot-1.1.0-nat.sh

-A FORWARD -i eth® -o ethl -s 192.168.182.0.24 -n conntrack ——ctstate $
—A FORWARD -nm conntrack --ctstate ESTABLISHED,RELATED - j ACCEFPT

—-A POSTROUTING -t nat -j MASQUERADE --source 192.168.18Z2.0/24
sprocssysenetsipedsip _forward

[[] Get Help @] UriteOut @5 Read File @ Prev Page @ Cut Text @ Cur Pos
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69. Giving running permissions to your new file. Type chmod +x nat.sh and press Enter.




rootBubuntu: usrrssrcrschillispot-1.1.0# chmod +x nat.sh
rootBubuntu: susrssrcschillispot-1.1.08% _

70. Type ./nat.sh and press Enter to run your script.
rootPubuntu: susrssrcschillispot-1.1.04 ./nat.sh
rootPubuntu: susrssrcschillispot-1.1.04 _

Note: You will need to run this script every time you reboot your system.
71. Edit /etc/sysctl.conf and add these lines:

net.ipv4.conf.default.forwarding=1

net.ipv4.conf.all.forwarding=1



GNU nano 2.0.9 File: retcssysctl.conf Modif ied

not send ICMP redirects (we are not a router)
.ipvd.conf.all.send_redirects = 0

not accept IF source route packets (we are not a router)
.ipvd.conf .all.accept_source_route
.ipv6.conf.all.accept_source_route

0

0
Log Martian Fackets

ttnet.ipvd.conf.all.log_martians = 1

The contents of /proc/<pid>-/maps and smnaps filesz are only wvisible to
readers that are allowed to ptrace() the process

it kernel .maps_protect = 1

Iret.ipuﬂ.cnnf.default.fﬂruarding=1

net.ipvd.conf.all. forwarding=1_

[[] Get Help @] WUriteOut @ Read File §J Prev Page @ Cut Text @ Cur Pos
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72. Run ChilliSpot on a different terminal by pressing Alt+F2. Then type chilli --debug --fg and

press Enter. This will start ChilliSpot on debug mode so you can see any error messages.
root@ubuntu: - homesnotroott chilli —-debug ——fgq

hilliSpot version 1.1.0 started.

hillispot[153131: ChilliSpot 1.1.0. Copyright Z002-2005 Mondru AB. Licensed und
er GPFL. 3ee http:-- uww.chillispot.org for credits.
aiting for client request...

73. Press Alt+F1 to change back to your original terminal window.



rootBubuntu: susrssrcschillispot-1.1.08% _

74. Type /etc/init.d/freeradius restart and press Enter to restart FreeRadius.
rootBubuntu: homesnotroot#t setcrsinit.d/freeradius restart
= Stopping FreeRADIUS daemon freeradius
= Starting FreeRADIUS daemon freeradius
rootPubuntu: homnesnotroott _

75. Now, all clients that will want to connect to your AP will have to authenticate first before
joining your wireless network.
A new user wants to visit a site.



[ about:blark * \eE =i

€ > C M 5 wwwgoogecom Press [1an | to search Google. » | [~ &~

The user will be automaticallz redirected to zour ChilliS: ot’s welcome ‘ aie.
[ hitpiff192. 168, 182.1¢ % \eg = L e

€ C| M % htp/r192.168.182.1/ »| B &

Click here to login

The user will have to login using his/her credentials. Here, we are logging in with “test” as
the username and password.



The user can now browse the Internet normally.
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76. Close all windows.



